Abstract-The Industrial Internet promises to radically change and improve many industry's daily business activities, from simple data collection and processing to context-driven, intelligent and pro-active support of workers' everyday tasks and life. The present paper first provides insight into a typical industrial internet application architecture, then it highlights one fundamental arising contradiction: "Who owns the data is often not capable of analyzing it". This statement is explained by imaging a visionary data supply chain that would realize some of the Industrial Internet promises. To concretely implement such a system, recent standards published by The Open Group are presented, where we highlight the characteristics that make them suitable for Industrial Internet applications. Finally, we discuss comparable solutions and concludes with new business use cases.
I. INTRODUCTION
The term "Industrial Internet" has been coined by General Electric [1] . The term is relatively recent (November 2012), but it has already catalyzed the attention of many leading organizations. In March 2014, the Industrial Internet Consortium 1 was formed to bring together Industry, Government and Academia in a global non-profit partnership to accelerate and promote the growth of the underlying technologies, use cases and best practices. The Industrial Internet is not a new technology, it is simply a "catch-all" term for existing technologies and disciplines applied in industrial contexts; such as:
• Machine-to-machine (M2M) communication;
• Internet of things (IoT) and Cyber-Physical Systems (CPS)
• Machine Learning and Data Mining
• Big Data
These disciplines interact and cooperate together in the collection of machine and human generated data (in digital format) during business operation, which is then analyzed (in real-time or off-line) and used to adjust the behavior of given equipment. The expected innovation should come naturally from the application of the right set of existing technologies to right use cases. It is interesting to notice that the whole initiative is not waiting or hoping for new technologies, instead there is some sort of realization about "how much more can be achieved with current one". Another important point to highlight is that advanced networking is not the main focus of the Industrial Internet (even though the name is a slightly misleading). The main focus is the systematic exploitation of machine generated data to optimize operations. The benefits from the marriage of machines and analytics are multiple and significant. General Electric estimates that the technical innovations of the Industrial Internet could find direct applications in sectors accounting for more than $32.3 trillion in economic activity.
As the global economy grows, potential applications of the Industrial Internet will expand as well. By 2025 it could be applicable to $82 trillion of output or approximately one half of the global economy, adding a sizable $10-15 trillion to the global GDP [1] . Currently the Industrial Internet consortium is essentially driven by United States enterprises, meanwhile in Europe similar initiatives have different names. Industry 4.0 is a project in the high-tech strategy of the German government that promotes the computerization of the manufacturing industry [2] , while the upcoming European Union Framework Programme for Research and Innovation (Horizon 2020 -running from 2014 to 2020), has a dedicated track named Factories of the Future (FoF) [3] . As mentioned above, all these initiatives aim at combining well developed disciplines, taking the most suitable technology for the task at hand and promote them through real world industrial use cases. This paper first describes the common architecture adopted in typical Industrial Internet applications. The selected model comes from the authors' direct experience and is essentially the same one found in the IoT and M2M literature. Then it highlights the shortcoming of current approaches to Industrial Internet applications, which have direct impacts on what kind of data analysis can be performed. At a more practical level, the present paper provides a scenario in which machine data must be shared among suppliers in order to provide advanced analytics to the final customer. To support this data supply chain, recent standards published in October 2014 by The Open Group 2 are considered as foundation of the communication layer. These standards are the Open Messaging Interface O-MI [4] and Open Data Format (O-DF) [5] . Section 4 discusses how such stand identified shortcoming, the conclusions follo 1. An internal high trust intranet. In this machines, PLCs, drives, sensors and ac together through a multitude of indu networking protocols. This network is h every machine, machine subsystem, component has its own local network a Figure 2 ). For example modern servo m the bottom of this hierarchy but th considered as complex systems with sensors and smart adaptive controller. J object-oriented programming, at ever complexity is encapsulated and hidden functions are exposed. 2. On the edge of this intranet, there is a g and transport data to the external w internet). In general data from the in aggregated in a relational or NoSQL [6] referred this layer as these servers data is analyzed ormance indicators) are derived. s depends on the application. In t applications aim at optimizing of a given product/system or a of systems, each sub-system is usually al specialized supplier applications ture described in the previous ngs, and in particular one major dressed before realizing the full ernet paradigm: Who owns the nalyzing it; "not capable" does ow how to create SQL analytic ing algorithms. What is often n knowledge to understand the es a concrete example to better dustrial Internet Data Supply ng scenario: a small medium multiple sheet metal parts for a erprise is highly automated and punching machine, which has a number of sub-system resembling as illustr Some of those sub-systems are supplied machine manufacturer by specialized compa once the subsystem is the punching head integrated motor. This subsystem has its ow controllers and embedded software. Finall integrated in the entire production system automation consulting company directly hire the factory. The scenario includes three main players: 1. Factory owner (working together wi automation consulting company); 2. Sheet metal punching machine manufact 3. Smart-drive manufacturer; According to the Industrial Internet vision, a benefit from data generated during daily example: 1. The factory owner can optimize production to increase throughput and de 2. The sheet metal punching machine manufacturer can learn how their equ the field. For example, they can corr errors with production condition and This correlation can be used to adjus completely update the firmware of their
However there are few obstacles in the re benefits. The owner (together with the ind consulting company) ultimately decides whi his company. Very often if there are no security policies dictate avoid opening any d world. Interesting enough, if the factory ow the punching machine manufacturer access h machine manufacturer has now the power to the smart drive manufacturer can access the rated in Figure 2 . to the punching anies; for example, d smart drive and wn set of sensors, ly the machine is m by an industrial ed by the owner of epicted in figure 1 ith the industrial turer; all those actors can y operations. For scheduling and ecrease costs;
and smart-drive ipment operate in relate alarms and machine settings. t some setting or equipment.
ealization of these ustrial automation ich data will leave immediate gains, data to the external wner decides to let his equipment, the o decide whenever data regarding his equipment. Unfortunately th solvable by technology. What i that the cooperation for a mo generate benefits for everybod leverage on specific knowledg datasets. For example, let us co Punching tool wearing: If th enough, the sheet metal will ge case of highly automated line w error might stop production for variety of sheet metal thickne (which wear the tool in differ number of punches cannot acc needs sharpening. However, intuition that when the tool is current in a different way than point, he explains this possib turn, will provide the access information about the tool he is storing the current drawing ti series, together with cont information, is then forwarde who will analyze it and extra wearing situations. The newly and shipped with the new rel controller software.
The data-supply chain describe all players. The smart drive analysis to the punching mach their relationship. In turn the features in his machine that wi the relationship with his custo new one. In order to realize points, both technological addressed. The following sec towards this vision by briefly standard specifications.
III. O-MI AND O-DF STANDAR
The Open Group IoT wor ambitious vision: Whereas the W transmitting HTML-formatted in the browser for human cons for transmitting O-DF payl consumed by information sy requirements for these protocol EU FP6 project, where real-life the collection and managem information for many domains vehicles, household equipment, readings, alarms, manufactur chain-events, and other info product lifecycle needed to b and systems of different organ find solutions that would enab intelligent production in thei is situation is only partially is also needed, is the realization ore flexible data exchange can dy. In particular, it is possible to ge necessary to analyze certain onsider the following use cases: he punching tool is not sharp et stuck in the punching head. In without human supervision, this r an entire work shift. Because a ess and materials are punched rent way), simply counting the curately predict whenever a tool the machine producer has the dull the smart drive will draw n when the tool is sharp. At this bility to factory owner who, in s to the machine and detailed s using. A study is conducted by ime series evolution. The time textual production condition ed to smart drive manufacturer act a model predicting the tool y discover knowledge is coded lease of the punching machine ed above has direct benefits for producer can directly bill his ine manufacturer, strengthening machine manufacturer has new ll make it possible to strengthen mer and hopefully attract some this visionary scenario, many and organizational must be ction presents a Table 1 ). As no could be identified that would fulfill th without extensive modification or exten partners started working on specifications tha gap, which ultimately lead to the developm standardization of O-MI and O-DF. 
Open data format (O-DF)
O-DF is specified as an extensible XM structured as a hierarchy with an "Objects" element. The "Objects" element can contai "Object" sub-elements. It is intentionally de way as data structures in object-oriented pro 4 depicts an example of an O-DF message and other informative header has been rem readability The "id" plays a crucial role in applications. As information often spread over several organizations, the "id" represe hypothetical SQL query, that c information about the specific o In Logistics and Product Lifec identification of objects is a w researched for quite a while addressing unsolved issues, ho the subject is out of the scope o The standard also specifies h language for specific parts of InfoItem, Metadata about it, a entire tree), as well as for pu URLs in as resources in a REST
Open Messaging Interface (
O-MI standard is a web pro transport physical products da and any other machine informa other destination connected to Product Lifecycle Management about a given equipment are l information systems and ents the "where" condition of a can be used to obtain additional object. cycle Management, the univocal well know problem that has been e [14] [15] . New research is owever an extensive review of of this paper. how O-DF is used as a query f the Object tree (Value if an a branch of the tree or even the ublishing the Object tree using Tful [13] manner.
(O-MI)
otocol designed to expose and ata (including sensor, actuators ation) from local intranets to any o the Internet. As depicted in sting Application level protocol, ations can be transported using rotocol. In this regard O-MI is from REST that implies HTTP. The standard supports 3 main operations:
READ:
There are two types of read retrieval of data; for placing subscription including three additional parameters: TTL (time-to-live): For how long subscription is valid.
INTERVAL: Sets the rate at whi sample in seconds. Setting the interval sample a given value(s) whenever it cha CALLBACK ADDRESS (optional) specifies the URL to which the node s Figure 6 and 7 illustrate the subsc diagram without and with the callback a 2. WRITE: It is a simple update oper InfoItem. Other important characteristics especially in real-world implem • Payload agnostic: Even th O-DF (XML or JSON for could be transported (C formats); • Possibility to perform communication, while the O-MI request over the sam also known as piggy-back useful for addressing no firewalls or NATs; • The standard [9] also spe query language for specific if an InfoItem, MetaData even the entire tree), as w tree using URLs in a RES DF covers all steps of th cycle is an advantage because the same O-DF steps.
CANCEL: Cancelling subscriptions bef

IV. DISCUSSION
The possibility to create ad flows (requirement number 5 how long (TTL) and at which data needs to be received, is t makes it particularly suitable applications. If we consider scenario described in Section 2 all its subsystems can generate enabling endless data analys punching machine manufacture consulting company will use available data. They cannot pr might want to perform in the everything. There is no "big da logging at the maximum samp a complex machine, and even simply does not make any sen value of data collection is re analyzed and new knowledge i Therefore, once it is clear how is necessary to have a system data, at a given interval and f which would allow to perform exactly what O-MI has be differentiate it from existing pr
Related Protocols Landsca
A detailed comparison betwee protocols or libraries is out However, it is important to me position O-MI in IoT landscap and heterogeneous, from clou software and M2M communic s that have been proven useful, mentations are: hough the preferred payload is rmatted), in reality any payload CSV, HTML, proprietary file a machine/product initiated receiving node can place a new me connection. This possibility, king is described in [16] , is very odes that are located behind ecifies how O-DF is used as a c parts of the Object tree (Value about it, a branch of the tree or well as for publishing the Object STful manner. The fact that Ohe publish-discover-query-reply for software implementation structure can be re-used in all hoc, time-limited information of Table 1 ) by specifying for sampling rate (INTERVAL) the the cornerstone of O-MI, which for IoT and Industrial Internet the "punching tool wearing" 2, the entire production line and e a tremendous amount of data, sis possibilities. However, the er and the industrial automation e only a small subset of all redict what kind of analysis one future, and it impossible to log ata" solution that can support the pling rate of every subsystem of if such solution would exist, it nse to do it, mainly because the ealized only when the data is s derived. certain data can be exploited, it m capable of retrieving specific for a sufficient amount of time, m the planned analysis. This is een designed for, and what rotocols.
ape en O-MI and similar messaging of the scope of this paper. ntion comparable solutions, and pe. The IoT landscape is large ud-based systems to embedded cation. It is nearly impossible to give a single and unified picture of the ov IoT standards due to its heterogeneity and Nonetheless, in order to illustrate the solutions that shape this landscape, we illustration ( Figure 8 ) from [18] that shows relevant existing solutions/standards for the I summarize the current state-of-the-art of IoT technologies used in industry, focusing on and communication layers (as depicted in Fig   Fig. 8 . IoT standards'/protocols' landscape: ada
In general O-MI can be associated with SOA a RESTful API. However SOAP and REST evolution of RPC-XML (Remote Procedure therefore there is no predefined behavior def operation/call, while O-MI support onl operations. Clearly this can be seen as limi considerable amount of time has been spen to define the smallest set of operations which vision described in Section 2 and 3. The these simple operations should increase in hopefully stop the proliferation of custom we O-MI can also be associated with some e oriented middleware, especially when it com deferred retrieval (aka Subscriptions 
